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DELIVERABLE

S189VIUS=AUALUUAIILUADOAENVTBLUDSUDVDVANSNTWSIU (Cybersecurity Rating
Report) s1g1diou ASDUAaUAIULYVHAN 10 AU ** Us:nauQde

1. Application Security 6. IP Reputation
ANSASIDIULDVIKS (Detecting common website NNSQASIVVUNYNSSUNUNGVde (Detecting suspicious activity,
application vulnerabilities) such as malware or spam, within your company network)
2 Cubit Score 7. Information Leak
A1SASI9FDUAIAIULEEVIINTIUTDUAAYANAIL 6DUUHHDTU§U§DIH8IOUIUCTOZD (Potentially confidential
NlBLUDS (Threat Intelligence) company information that may have been

inadvertently leaked)
3. DNS Health 8. Network Security
N1SASIYVUNISANHUQAT DNS (Detecting DNS N1SQSIIUNISAvAILASDUNENTUUanane (Detecting
insecure configurations and vulnerabilities) insecure network settings)
4. Endpoint Security O. Patching Cadence
As3as:AunIUaDAAYWUARIVIUYDYWUINVIU nsweauaravono1dilyovlHd (Out of date
(Measuring security level of employee company assets which may contain
workstations) vulnerabilities or risks)
5. Hacker Chatter 10. Social Engineering
NANSQASIVIDUNVUDALNDS (Monitoring hacker sites NANSOQADIUASHUNUDVDVANSCODATBLUDS '
for chatter about your company) (Measuring company awareness to a social

engineering or phishing attack)
Source: ** https://securityscorecard.com/blog/securityscorecard-10-risk-factors-explained
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PACKAGE 1

Dashboard dososthuaaona

S:QUA:=LUUADIVUADOAYNIVIBLUDSUDVDVANS (Cybersecurity Rating
Report) shgiucioliiov

External Security Posture Report for Your Organization (O
Powered by SecurityScorecard | Updated daily

Com panyName CompanyDomain.com

Score history

. ‘ ) ) Overall score Industry average @ r e o
94 Your security posture is good for your industry. Your security posture o @ S e
score is based on your grades across ten major security categories. . e ZEverilics gencially mEan lowey stotes. THCK youTk Moty

averages, or click a poinl in time lor details

@ Prioritize breaches for nvestigation and lssue

88 remediation, as they Indicate nighe-risk problems,
Application Security Cubit Score '
Issues Found: 87 Issues Found: 50
Factors
Endpoint secuirty
r— - Use factor scores to gauge how your organization is
{ 75 managing specific aspects of threat prevention

Endpoint Security DNS Health
Issues Found: 15

10 factors affect your total score. Click a factor to see the

96 severity and guantity of issues that compose ils score

Application security

Issues Found: 87

0~

Factors with highest impact appear by default, but you can
show more or regrder them based on your needs
Network security

a0

Hacker Chatter
Issues Found: 87

IP Reputation
Issues Found: 87

95

Leaked Information Network Security

Issues Found: 87

Issues Found:; 87

Patching Cadence
Issues Found: 10

Social Engineering
Issues Found: 87
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Key Informant:

Plan and setup

o2

_Continuous Risk

N Reporting .
Monitoring * WUSHISA1gvIu

QutnAtulag
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_ _ NN1SSNAUVIADIL
7 JU Daily Monthly UanQaAguDvs:uU
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(Continuous High Risk Alert)
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=] View each issue
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PACKAGE 2
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In'S portiohos «w» ¢ cusiom sCorecans
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Storedaro Fistory Lompliance

I55LES

= VIEW ALL ISSUES
CUBIT SCORE

Ransomware-Susceptible Remote Access
Services Exposed

DESCRIPTION

Sefvices that allow remole Bocess o8 company s intemal Network, such as Remate Desktop
Protocol (ROP), Samba (SMBI, Virtual Network Computing (WVNC), and X1 have long been hacker
largets, Increasingly, these are the principal targets for ransomware groups and cybercrme
affiliates. They enable access to an internal network through devices that often have unpatched
vidlnesabllities, Once &n sthversary achisves ramate access 1o an intemnal network device, they may

plvol fram machine (o maching nstall malware and ransomware, and exdiiirate sensitive data. This
s the case with most modern ransomware infections employing “double extortion”™ where the
arhversany encrypls devices on the netwrk and exiitrales sensitive data, threatenmng 10 release L If
the ransom I8 not paid, Often, even wien he ransom IS paid, the data (s sokd on the Dark Web and
s detected as another Bsue type, Domain Advertised as Ransomware Victim, Remote access
divices should be placed bahind a secure VPN sarvice thal is requlathy patthed, with Hirewalls on
the border of the enterprise network or ISP Use the principle of least privilege, where only cerfain
users are given access and the passwords that have suffickent strength and randamnass 50 that
they cannot be guessed, brute-forced, or found In third-party credeniial leaks

& IMPROVE YOUR SCORE

There s 1finding you can (nvestigate fght now. Resolving Nnadings can affect your rating

Resolve Findings

FEChntlogy

Breaches & Intidents n

Bl ol CIWIETS

Digital Footprint = Higrarchy (Dela)

INFORMATIONAL SIGNAL

niormational signaks do nol affect the company s

RISK
Wi observed exposed RDE. VNC, and other remote access sefvices
FeENSOImIwWa "_—'_F CMmar |'I|"|"-_I-'_'

RECOMMENDATION
Determine the business need of axposing
them behind a secure, patched VPN servic

thesie services 1o the publl
£ or firewall with appropriz
sed, keep the services palched and upoat

1 with logging and security mantitaring

users. If they must be expo

under constant observatior

Meed more cantext on this issue?

Generate Report

Company

Compliance

Scorecand History isdues n

— WVIEW ALL IS

HACKER CHATTER

Domain Advertised as Ransomware Victim

DESCRIPTION
We observed your domain advertised as a breached victim on a3 mnsomware groups Dark Web

ictims and the sciosad Ransomwane slis have become mofe complex

data ¢

sites, wi
Aftackers rely an simply & k
keys, Now, to Increase the likellhood of paymenl attackers have begun o access multip
machines across the victim's network and systematically search for canfidential files. The attackers
wictien doas

s the stolen data to the public. These servers display

% 1o the Dark Wab throwgh the Tor browsar

nnsom, the attacker rel
webpages lo anyone who has

= IMPROVE YOUR SCORE

Thete i1 finding you can investigate right now. Resolving findings can affect your rating

COMPARISON TO SIMILAR COMPANIES
Score context analytics are not avallable for this Issue type.

Digital Footorint —»

A statistics

Projec

Generate Report

Higrarchy [beta) Company Prolile

INFORMATIONAL SIGNAL

i affect

Infermational signals do e company score

RISK
We observed this domain sdvertised onp a ransomware site on the Dark Web, including the size of
axfiltraled data and othes information

RECOMMENDATION

Parform a system audit to find how the attackers were able
miay irvolye having 1o reset passwords or deploying other suthenticat
wverty thal no trace of tha atlacker remains, testare the data from most recent good backups i
possible: Make sure 1o notify parties whosa dala may have been compromisad

ta gain entry. Then fix the 1ssue, This
ion methods. When you

Need mare context on this lssue? Cantact Compatty




PACMGE 2 = Timeframe
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o

Alert via , .
Plan and setup A Reporting * WUSHISdYgvIu
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-PACKAGE 2 Plus

usmsZHmUsnunwaUqus\JS QuA:=LLUU
D pxlanansnvlsluas (Consulting Service

for Improve Cybersecurity Rating)*
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DELIVERABLE

s1gviuasvuudnivnIsusudsus:auA:uuu
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tRadu SERVICE PRICE ssuvat
°  DSUIYKANLATUNMISWIISEUIS:QUADIUBUGDU (81n-018) Package 2 Plus Consulting Service
upvlLda:Us:tGuniaonnisus:LTuauLFgvtwalluuuonio 120,000 uln/Ldou
LlauaciDpvANSIRAILTUNISUSUUSY dotliovtdus:e=a1 1 U
- 1QgS:AUANULTYVD: wmszmmﬂuauan:nmaaonus au 1,440,000 ++ uINCDU (wisouvat)
ADUENATY Ua: :NaNS:NUCIDDVANS s:)unomﬂuav_vwamuu

S , R s L ++MsUsuUsVs:auA:LUU/LASO |
UDvAAT KUDYVvIUNLAgIUDVNADVIHAIUAIATYLUD VDN Uuﬂumujuua A UBUGDUUDY Issues

donwacios:QuA:LUUAIUUaADQAYNMIVIBLUDSIUDVANS AWU JuchiSudui 100,000 uIN
e JUDUWUADNSSUNDYANSADVLSVAILTUANS



usmsZHmUSﬂmlwaUqusos QuA:=lLUU
D pxlanansnvlsLluas (Consulting Service
for Improve Cybersecurity Rating)

WPRIEAN RGN AE

Improve Your Score

List of Issues

CURRENT SCORE

@ HIGH
Site does not enforce HTTPS

SCORE IMPACT -0.7

MEDIUM
nsecure HTTPS Redirect Pattemn

SCORE IMPACT -2.9

MEDIUM
Website Does Not implement HS

SCORE IMPACT -2.8

MEDIUM

Medium-Severity Vuinerability in Last Observatic

SCORE IMPACT <-0)

FINDINGS 1

FINDINGS

16

FINDINGS 55

FINDINGS 1

Score Plan

Content Secur

RECOVER

MEDIUM

PROJECTED SCORE Q 94

ty Policy (CSP) Missing

Redirect Chain Contains HTT

RECOVER

MEDIUM

SPF Record Missing

RECOVER

LOW

Website does not imple

RECOVER

REMEDIATE 18

REMEDIATE 16

REMEDIATE S

ment X-XSS-Protection Best Practices

REMEDIATE 18

We can generate a plan to improve your score

SERVICE PRICE @wsouvat)

Package 2 Plus Consulting Service
120,000 un/1Gau
ciotovtdus:zy:na 1 U

1,440,000 ++ uncidU (wisouvat)

++msUqusos QuA:zllUU/1nsQ E
uunumuauua na*nuzsuuauuao Issues °*
AwWU Judisudun 100,000 uIn '




PACKAGE 2 Plus =~ Timeframe

usSnIstEMUSAVILWUSUUSVS:aUA:LUUAIUUADQNENIVTBLUDS depend on:
% (Consulting Service for Improve Cybersecurity Rating) o §1H§uﬁumaqu§ms
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Confirm issues Y. Closing Gap Key Informant:
Plan and setup > and framework »  Consulting
for closing gap Service .
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. aomnswaauensaumn Inventory aUnszu Device NVLASDY
ADUWILODS lnsaouuuwnauwamas LASopuUsuLdNaNSs NADY
dvvsUQ ouUnsad loT ADADWuDalasatdunetuavAns
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. Us:DunulEgviWaH1govIRIMALASavLLUIeNd Aty
tuovAASlla=PDNSI1IYVIUNAIU OWASP TOP 10 450,000 uIn /ASY

. ms:aaaumsuﬁﬁos uulaguuou Midnight login

. ms:aaaun31ULaaonquamamSlLWSﬂs N8DSa Ransomware

.+ QASIVADUANULFIVAWUIDNNS Internal Hacking nISlosnssu
UolyavInAUluDvANS LEU mswaumauauﬂanqumsw15HaIUao
Server, Uoyadiuunana PDPA ua:dUoyadiAtyidlondagna:uia
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; AISUS:LITUADULIYIVIWDKIGDVIRDNIYTUDVANS
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(Vulnerability Assessment: VA)
]

JUQDUKAN 1La=NSDUS=8:10an

Inside-out > Reporting
Assessment
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Key Informant:
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TRIS X TUNABLE PROJECT

THANK YOU

IN THE FUTURE TECHNOLOGY IS DEVELOPING VERY FAST



CONTACT
CORPORATE

AacadaduUIIU HSDUSHVNILAYIAUUSAISUDINSA

EMAIL ADDRESS Eu] PHONE NUMBER WEBSITE

Tris@tris.co.th

Amornphan@tris.co.th

08-4648-5959 www.tris.co.th




